Herts &
Middlesex
Wildlife Trust

Handling of DBS Certificate Information Policy (ITDP_P5)

It is a requirement of the Disclosure and barring Service (DBS) Code of Practice that all Registered
Bodies must have a written policy on the correct handling and safekeeping of Certificate information.
It also obliges Registered Bodies to ensure that a body or individual, on whose behalf they are
countersigning applications, has a written policy.

Policy Statement

As an organisation using the DBS service to help assess the suitability of applicants for positions of trust,
Hertfordshire & Middlesex Wildlife Trust complies fully with the DBS Code of Practice regarding the correct
handling, use, storage, retention and disposal of Certificates and Certificate information. It also complies fully
with its obligations under UK data protection legislation pertaining to the safe handling, use, storage, retention
and disposal of certificate information and has written policies on these matters, which are available to those
who wish to see them on request.

Scope

This policy and guidance applies to all employees, candidates to whom a conditional offer of employment has
been made, Trustees, and volunteers for roles in which they have direct access to Adults at Risk and Children
whilst carrying out what is deemed to be regulated activity.

There are three levels of DBS disclosure: Basic, Standard and Enhanced.

e A Basic check will contain details of convictions and conditional cautions considered to be unspent
under the terms of the Rehabilitation of Offenders Act 1974.

e A Standard disclosure shows current and spent convictions, cautions, reprimands and warnings held
on the Police National Computer.

e An Enhanced disclosure contains the same information as the Standard disclosure plus any relevant
and proportionate information held by local police forces as well as a check of the new Children and /
or Adults at Risk barred lists where requested.

The level at which a disclosure is processed depends on whether the individual is working in a “Regulated
Activity” or not. The Trust pays for all eligible disclosures.

Definitions
Regulated Activity

Work which involves close and unsupervised contact with Adults at Risk or Children. There are strict
criteria to qualify as Regulated Activity. The most up to date definition can be found on the Government
website - DBS checks guidance for employers, voluntary organisations and third parties - GOV.UK

Adult at Risk
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https://www.gov.uk/guidance/dbs-check-requests-guidance-for-employers

An Adult at Risk is a person ages 18 years or older who has needs for care and support, whether or
not these needs are being met, or is experiencing, or at risk of, abuse or neglect, or cannot protect
themselves from the abuse or neglect, or the risk of it, due to their care and support needs.

This definition emphasises that the risk arises from circumstances and needs, rather than labelling the
person as inherently vulnerable, which helps avoid disempowerment.

Disclosure

Describes the service provided by the DBS, and the document issued to the applicant and Registered
Body when a DBS check has been completed.

Evidence Checker

A person within the Trust who is authorised to check original identity documents and record on the
online form that they have verified the original documents supplied by the DBS applicant. The HR
team are the Evidence Checkers for the Trust.

Employment checks: process for job posts subject to DBS checks

A disclosure carries no period of validity — disclosures are for use immediately after issue at the point of
recruitment for a particular post. The HR team will process an Enhanced Disclosure for existing staff already
undertaking Regulated Activity, who move by promotion, or transfer to another Regulated Activity, and have
never had an Enhanced DBS disclosure carried out before, or have a disclosure that is more than three years
old.

Pre-employment

All job adverts and recruitment information contain a statement that a DBS disclosure will be sought if an offer
of employment is made. All staff will receive a Basic disclosure unless they warrant a Standard or Enhanced
disclosure instead.

All employees will have the option to register for the DBS update service, if the required certificate level allows
them to apply for this. The registration cost of the update service will be reimbursed to individuals through the
Trust’'s expense policy.

All new employees will be sent a copy of the Recruitment of Ex-Offenders Policy with their offer letter, which
outlines the potential effect of a criminal record history on the recruitment, selection and pre-employment
process.

All employees will be sent a copy of the Trust’'s DBS Fair Processing Form for consent and authorisation prior
to DBS checks being carried out. This will form part of the employee's personnel file and the relevant retention
period will apply.

Existing Staff

Staff will undergo the same process of going through identity and address verification, and then having a DBS
application processed. DBS checks will be carried out every three (3) years for all eligible staff and volunteers.

Storage and access
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Certificate information will be kept securely in a digital format online, with access strictly controlled and limited
to those who are entitled to see it as part of their duties.

Handling

In accordance with section 124 of the Police Act 1997, DBS certificate information is only passed to those who
are authorised to receive it in the course of their duties. We maintain a record of all those to whom certificates
or certificate information has been revealed and it is a criminal offence to pass this information to anyone who
is not entitled to receive it.

Usage

Certificate information is only used for the specific purpose for which it was requested and for which the
applicant’s full consent has been given.

Retention

The Trust does not keep certificate information. Certificate information is available to authorised staff through
the U-Check online platform. This information remains on the platform until the staff member has left
employment with the Trust.

Disposal

Once the employee has left the Trust, the employment end date will be added to the U-Check platform and
the data deleted in-line with their retention policy.
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